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oo 15,2 Cyber Crimes

¢ crimes use computers and networks for criminal activiti

- : S es.
rers can be used for committing a crime in one of t}?
g three ways: 5

Cybe
CompU
followin

o As a tool

- As a target
¢ Both as a tool and a target.

The first type of crime is basically an extension of ‘real world”
crimes, -such. as forgery, fraud or copyright piracy using
computers. Existing laws can be used to bring criminals to justice.

The second type of crime is a real cyber crime in which culprits _
damage or modify the victims’ computer systems and networks
firough illegal access, and cause heavy loss to the victim_s‘: The_y_- _
are unique in that they occur in cyberspace. There is no physical

equipment of such a cyber crime, since the target of attack is a
computer system. A criminal may Jaunch a virus, worm, Or a _
Trojan to attack a target computer system Or network. Existing
aws are inadequate to prosecute such crimes. They require

Special computer crime, and/or misuse laws.
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The third type O <
used both as a tool as well as a target.

A partial list of cyber crimes is as follows:

d networks
e Hacking of computer systems an / i
e C;}Ser pgornography involving productl.on and distributiop
of pornographic material, including child pornography

Financial crimes such as siphoning of money f'rom b.iaﬂksa\
_éredit card frauds, money laundering ,

e Online gambling
Intellectual property crimes such as theft of computer source

@
code, software piracy, copyright infringement, trademark
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[ violations
Harassments such as cyber stalking, cyber defamation,

indecent and abusing mails
Cyber frauds such as forgery of documents includin

currency and any other documents
Launching of viruses, worms and Trojans

Denial-of-service attacks
Cyber attacks and cyber terrorism

[ ]

@

[

e Economic espionage

e Consumer harassment and consumer protection
®

Privacy of citizens
e Sale of illegal articles such ag nharcotics, weapons, wildlife,

etc.

are as follows:
’ l‘ i

e E-mail abuse
® Spam mails

e Cyber def. i 5 %:

S
el s

|
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, Theft of source code
. Exchange of business > secrets and documents
: @m&s on WW
, Use of of ofﬁce comput&t i

of-service
, Information espionage

.3 Cyber Crimes and the Information
, Technology Act, 2000

The IT Act, 2000 notified for implementation in October 2000,

explicitly deals with the following categories of cyber crimes
only:

o Tampering with a computer source code

¢+ Hacking

¢ Publishing any information which is obscene

¢ Breach of privacy

¢ Misrepresentation

* Publishing digital signature which is false in certain
particulars or for fraudulent act.
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result of the decoding operation)

dm 4 The IT Act, 2000

The IT Act defines the following key.concepts related to_elec-
fronic records, digital signatures, and Certifying Authorities™:

o Asymmetric cryptosystem
s OmHSJ\Em authority

ﬁ,rm IT Act, 2000 has chosen the nomenclature of :nmﬁ&aﬂm Authority”
instead of the international practice of “Certification Authority”.
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o Certification practice statement
o Computer

Computer network

Computer systems

e Data
Digital signature certificate

Electronic form
Electronic record

[ ]

o

e Key pair
@

a

Originator
Private key
Public key
Secure system

16.4.1 Legal Recognition to Electronic Records

Section 3 of the IT Act provides for authentication of an elec.
tronic record by a person by affixing his digital signature, “which
shall be effected by the use of an asymmetric Crypto system ang
hash function.” This is explained in detail in Chapter 17 on

Public Key Infrastructure (PKI).

Section 4 of the Act provides legal recognition to records,

whi%e Section 5 provides legal recognition to digital signatures.
Section 6 allows filing of electronic records in the form of elec-

tronic forms, with digital signatures of persons, to be filed with
Government organisations in lieu of paper-based forms, when

prescribed by any of them.

Section 7 of the Act provides legal recognition to electronic
records that are stored in the original formats in which they
were generated. Retention of electronic records has thus beet
legalised. The Government has been further authorised to havé
an Ofﬁ.c%al Electronic Gazette which will have the same W
recognition as the paper gazette for all rules, re
orders, bye-laws, notifications, or any other matter pul lishec

it.
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The most well-known and alr.nost univerzallydaccepted Methoq
of electronic authentication is the one ase On_aSYmmetﬁ;'
cryptosystems, which has already been d1.scussed in the praw
ous chapter. This is also know‘n.as p.ubhc key Cr},rp,tqgr%Phy,
and is the basis for creating digital signatures. Digita] sjgpae
tures created and verified by using public key CWPtography-x
that is based on the concept of a key-pair, generated by a matp. ™
ematical algorithm—the public and private keys has ajr

eady
been discussed in Chapter 14.

The main challenge faced in implementing digital signatures
based on asymmetric cryptosystems was in making all the pup-
lic keys widely available while ensuring that the relying party

can be assured that the corresponding private key has indeed
been used to create the digital signature.

Electronic authentication using digital signatures requires Cer-
tifying Authorities (CAs), who act as trusted third parties or
electronic notaries in Cyberspace, to issue Digital Signature Cer-
tificates or Public Key Certificates (PKCs) to individuals to es-
tablish their identity in the cyberspace by binding a public key

with attributes such ag name, address, telephone number, pass-

the regime governin

Public Key Infrastructure (PKI). PKI is thus the foundation fof
Secure transactions in cyberspace. |
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@/i 7.1 PKI and Certifying Authorities (CAs)

CA is a trusted third party which issues digital certificates
e PKCs, that bind a public key to its owner. The digital signa:
ure created b}f usingh a private key gets verified bj} the corre-
sp(’nding_ pubh(? key in sch a PKC. The PXC contating erifical
information w hich is signed by the CA, The CA as a trusted
third party, performs the function of identity verification of the
applicant before issuing a PKC to him. The distinguished name
is a set of values that identifies the entity being certified. This
includes country, organisation, organisation unit, name, etc.

Additionally, other attributes describing the entity being certi-
fied such as address, telephone number, passport number, driv-
ing licence, election card number, etc., can also be included in
the PKC. The public key belonging to this entity being certified
is of course, a part of this PKC. The CA’s digital signature on
the certificate imparts it security and trust. X valid digital sig-
nature on a certificate is a guarantee of its integrity. Since the
CA has signed the certificate with its private key, anyone veri-
fying the CA’s signature on the certificate is guaranteed that
only the CA could have created and signed the user’s certifi-
cate. Finally, the CA with strict security criteria for securing his

own private key cannot deny having signed the certificate.
A CA therefore performs the following functions:

b 'Reliably identifies persons applying for digital signature
certificates,

2. Confirms the attribution of a public key to an identified
physical person by means of a digital signature certificate,

« 3 Issues digital signature certificates and Certificate
Revocation Lists,
\”f Always maintains online access to certificates and CRLs,

\ 5. Takes measures to operate its infrastructure in conform-
ance with the IT Act, and as per its approved Certification
Practice Statement (CPS), and A sy
of certificates; undertakes liability as per the approved C
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The CA is obliged to issue a Certificate Revocation List (CRL)
.5 and when such a request is received. There may be other

circumstances that can warrant the revocation of a certificate.
This includes circumstances wherein facts come to light, which,

f known earlier, would have resulted in the non-issuance of
the certificate.

The CA is also expected to perform some other functions that
include time-stamping service, and making available reliable
C1.yptographic software to subscribers for generating key-pairs.

The CA is expected to inspire confidence among its subscrib-
ers on the security of its infrastructure, the practices followed in
its operations, and the liability that it is willing to take in re-
spect of the digital signature certificates issued. This is done by
the CA through its Certification Practice Statement (CPS)—a
document published as the sum total of the practices followed
by it. The CPS deals with practices with regard to certificate
issuance and user registration, certificate lifetime and revoca-
tion, identity verification procedure, classes of certificates, certi-
fication publishing practices, and liability issues. On the basis
of the recommendations of the Internet Engineering Task Force
as contained in the document RFC 2527, the CAs normally cover
the following areas in their CPs:

1. General Provisions including Obligations, Liability, Finan-
cial Responsibility, Interpretation and Enforcement, Fees,
Publication and Repositories, Compliance Audit, Policy of
Confidentiality and Intellectual Property Rights
Identification and Authentication
Operational Requirements
Physical, Procedural and Personnel Security Controls
Technical Security Controls
Certificate and CRL Profiles

7. Specification Administration.

A PKI manages the generation and distribution of key-pairs,
ad publishes the public keys as part of the PKCs and CRLs in
Open repositories such as X.500 directories. Subscribers and

DG w o
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be obtained. This process continues up {t a:. Hm‘g[\ . Tl_l}?? the
verifying key is one of the w idely lrusl'm E 111 : 1;‘ t; . The trug
path'thus established would normally lead up to the root of the

trust chain for a PKL
Having established the trust path, the relying party has o

decide how much a specific certificate can be trusted. This Could
depend on knowledge about the security controls, practices,
identification and authentification methods, etc., followed
the CA in issuing these public key certificates. While practices
and security controls are part of the Certification Practice State-
ment, the relying party should also be able to find out whether
the certificate is adequate for the current requirement. Certifi-
cate policies are defined in X.509 recommendations as ‘a named
applicability of a certificate toa

set of rules that indicates the
application with com-

particular community and/or class of
mon security requirements specifically meeting this need of the
relying party.” Certificates may be issued by a CA under differ
ent certificate policies, while there may bu'a single CPS. How-
ever, multiple CAs may support the s.d‘mc policy:

Fgr a rel_\fing party to trust the certificate, a mechanism
required to Im.k the certificate to the applicable certificate policy.
In X.509 Versmr_l 3, certificate policy information is included




T

e

PUBLIC KEY INFRASTRUCTURE 321

|

th of signature keys, public key protection methods and the
; eﬂ . N > 5 - 3 5] QelaTarol
the ieriﬁcahon methods of private ke y possession.

" e Pl A
T

- Certificate policies play a central role in public key infra-
ructure. Since certificates are issued by CAs for a variety of
ay- urposes, the certlzflcate policies also C(‘)nstitute.a Cl’lt!(‘c‘ll c(.)m-
fieq ’ onent of the bfflS.IS of the trust reposed by relying parties in a
Opy, ! public Key Certificate.
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The trust chain from a subscriber of a CA to a subscriber of
another CA can be formed through cross-certification arrange-
ments between the two CAs. When two CAs enter into such an
arrangement, each vouches for the certificates issued by the e
other. From a technical perspective, the process involves the e
creation of ‘cross-certificates” between two CAs. When a CA P
to cross-certifies another CA, he actually creates and digitally signs
d i a certificate containing the public key of the latter. In a similar
S, "' manner, the second CA creates and signs the public key of the 1
y former CA. The users ir one domain are thus assured of the iy
S trust extended by their CA to the CA of another domain. Since i
- cross-certification extends third party trust, the CAs entering '
into such an arrangement are expected to be completely com-
fortable with each other’s security policies and practices em- 1

ployed in issuing certificates and in carrying out their opera-
tions.
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A PKI enables such arrangements. It comprises CAs, certifi-
cate and CRL repositories, key management, back-up and re- _,
covery systems, timestamping services, cross-certification ar- L K
fangements, client-side software for users interfacing with their )
applications and certificates in a consistent and trustworthy
Manner. The standards for the operations of CAs, certificates,
CRLs, protection of their private keys in hardware security mod-
ules, standards for physical security of the infrastructure, audit
standards, CPS framework and so on, are also part of the defi-
hitio of & given PKI.

<€ PKI thus has the following features:
—————

———
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L allows parties to have free access to the signer’s public
key available in the directories of CAs
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Jistributed while private keys g

i freely
.92. Public keys are
securely held by the owners

i rre
3. It entails an assurance that the public key corresponds
: e .
signer’s private key, 1M} '
th?l"ruil;betvfeen parties as if they know (?ne another
2 ments, operating on open ne.

/ Parties with no prior agree .
}- fvfizs can havelihe highest level of trust in one another,

The central issue governing the operation of CAs is whethgy
they are to be licensed or accredited by the government O some
voluntary association or a central body. The extent to W.hlch the
government exercises some sort of regulatory authority over
CAs tends to increase the level of trust that the subscribers can
repose in e-transactions, especially in developing countries, since
the legislation invariably provides for their smooth operation,
This is the case in India. It will be discussed in the next section,

Liability is one of the most complicated issues surrounding
PKI. What is the extent to which the law should define or limit
the liabilities of the following players: the person who digitally
signs the message, the person who relies on its validity, and the
CA who vouches for the identity or some other attribute of the
sender? The CA may be liable for any inaccuracies or misrepre-
§entations in the certificate that may have been used by a rely-
Ing party in trusting the sender for a transaction. The CA may
also be liable if he has not revoked a certificate in time. It is for
the C{\ to verify the identity of the subscriber through a thor
f)ugh Investigation, before issuing a digital cer’tiﬁcate. Depend-
Ing on the class of certificate Issued by the CA, digital sign®

tures may be used for hioh Valud' , > s+
the risk of a CA, ang hei i h‘ue transactions. This can mm'ea!e

declare in his CPS the liabilj
ent classes of Certificates,




